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This course covers the principles and techniques of ethical hacking usi-
ng Termux, a popular terminal emulator and Linux environment for An-

droid devices. Students will learn how to use various hacking tools'and

techniques to assess and test the security of computer systems and ne-
tworks, and how to properly report and document their findings.

* Understand the principles and practices of ethical hacking and
penetration testing

e Develop skills in using Termux and various hacking tools to test and assess the
security of computer systems and networks

e Learn how to properly document and report findings to stakeholders

e Gain practical knowledge of security concepts such as vulnerability assess-
ment, penetration testing, and risk analysis.
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COURSE SYLLABUS

1. Infroduction to Ethical Hacking and Termux

e Overview of Ethical Hacking and Penetration Testing
* Infroduction to Termux

e Basic Linux Commands and Terminology
2.Reconnaissance and Information Gathering

* Understanding the importance of reconnaissance

e Using various tools and techniques for information gathering
e Footprinting and Scanning

3. Vulnerability Assessment and Exploitation

e Understanding vulnerability assessment and risk analysis
e Exploiting vulnerabilities using Metasploit
o Ofher exploitation tools and techniques

4. Wireless Network Hacking

* Introduction to Wireless Networks

* Understanding different types of attacks on Wireless Networks

e Using tools such as Aircrack-ng and Reaver for Wireless Network
Hacking

5.Social Engineering and Exploitation

 Infroduction to Social Engineering
e Understanding different types of social engineering attacks
» Techniques for conducting social engineering afttacks

6. Web Application Hacking

* Introduction to Web Application Hacking
* Understanding common web application vulnerabilities
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e Using tools such as Burp Suite and OWASP ZAP for Web Application
Hacking

/.Reporting and Documentation

* Understanding the importance of reporting and documentation
* Techniques for documenting findings and writing reports
* Preparing for presentation of findings to stakeholders

8. Ethics and Legal Issues in Ethical Hacking

e Understanding the ethical and legal implications of ethical
hacking

e Staying within legal boundaries while conducting ethical hacking

e Best practices for conducting ethical hacking
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Assessment and Evaluation:

e Quizzes and exams

e Class participation and discussion
* Assignments and Projects

e Final Project (Penetration testing project report and presentation)

100% Placement Support and Interview Grooming

+91 97786 32484 ® support@metailearn.com
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